From: Don W Fox 

Sent; Tuesday, November 15, 201 1 9:1 1 AM 

T 0: Barbara A, Mullen-Roth; Shelley K Fimayson. Alteon C George 

Cc: Ty Cooper 

Subject- CIGIE Monthly Meeting - 130 PM, Tuesday. November 15, 201 1 

Attachments: Agenda - November 15, 201 Ldocx Cybersocurity Report.pdf; New Media pdf, White Paper 

oo Oversight of Federal Audit Clearinghouse 9-27-1 1 -final docx. OSM 1-3-11 pdf; Appendices 

A-O10-21-11.pdf 



The agenda for today's CIGIE. fy, I thought you would be Interested in some of the attachments that discuss new 
media. 



From; Council of Inspectors General frnaJ}to:aGlEi!li^J.NIH«GC>y) On Behalf Of Mark Jones 
Sent: Monday, November 14, 2011 3:39 PM 
To: aCTEftU ST.NIH.GOV 

Subject: FW: CTGJE Monthly Meeting - 1:30 PM, Tuesday, November 15, 201 1 

This is a reminder that tomorrow's Monthly meeting is being held al 1:30 p m , rather than Us normally scheduled time. 

Additionally, unlike previous meetings where materials that were provided via email prior to the meeting were also 
provided at the meeting, we will not be providing hard copies of the attached materials., other than the Agenda, at 
tomorrows meeting 

f h an Is and -~-Q ynu tomorrow afternoon 

Mark 



From: Marx Jones 

Sent: Thursday, November 10, 201 1 8:24 AM 

To: 'bgte^Mist.nlh.tjov' 

Cc: 'cigle-liaisoii5@lt5t-nih.gov' 

Subject: CIGIE Monthly Meeting - 1:30 PM, Tuesday, November 15, 2011 
Good Morning, 

The next CIGIE monthly meeting wtll be held 1:30 p.m .. Tuesday, Novemher 1S. at the American Institute of Architect's 
Boardroom, 1735 New York Avenue, NW, Washington, DC In preparation for the meeting, we are providing the 
attached draft Agenda. There are a few Agenda topics that will require action - the guide* tor Cyber Security Oversight 
and Implementing and Using New Media, the Federal Audit Clearinghouse, and the Quality Standards for investigations. 
Documents relating to these action items are attached. Also, we wanted tD share that Shelley Met/enbaum, 0MB has 
been invited to discuss hoi work and Initiatives regarding Improving Government Performance 

I hope all of vdu enfroy the weekend. 
Mark 



Mark D Jones 
Executive Director 
Council of the Inspectors General 
on integrity and Efficiency 



Ty Coopor 



From 
Sent: 

To: 

Subject: 



Ty Coopei 

T uesday. November 15. 201 1 9.25 AM 
Don W. Fox 

Ro: CIGIE MonUity Meeting - 1 30 PM. Tuesday, Novernbet 15. 2011 



Thanks' 

I will take a look 



Ty Cooper, OSSP. CSCP 

Chid Information Officer 

US Ottice of Government Fthlcs 

1201 New York Avenue WW, Suite 500 

Washington DC 20005 

(202)482 9226 (desk) 

(20?) 905-3402 (cell, 



TMs message and/or Its attachments) have been sent via the U.S Office of 
Government f thlcs Rlac.kBeiry Mobile Services. 

From: Don W. Fo* 

Sent: Tuesday, November 35, 701 1 09:10 AM 

To: Barbara A. Mullen-Roth; Shelley K. Fintayson; Allfson C. George 

Cc: Ty Cooper 

Subject: RrV: QGIE Monthly Meeting - 1:30 PM, Tuesday, November 15, 2011 

The agenda for today's ClGIE. Ty. I thought you would be Interested in some of the attachments that discuss new 
media 

From: Council of Inspectors General [malHp:aGlEfflJ5 T.NlH.G0V I On Behalf Of Mark Jones 
Sent: Monday. November 14, 2011 3:39 PM 
To: qGIEMI5T.NIH.GOV 

Subject: FW: QGIE Monthly Meeting - 1:30 PM, Tuesday, November 15, 20U 

this Is a reminder that tomorrow'* Monthly meeting is being held at 1:30 p m .. rather lhan its normally scheduled time. 

Additionally, unlike previous meetings where materials that were provided via email pftol to the meeting were also 
provided at the meeting, we will not be providing hard copies, of the attached materials, other th3n the Agenda, at 
tomorrow's meeting. 

Thanks and vee you tomorrow afternoon. 



Mark 



From: Manx Jones 

Sent: Thursday, November 10, 2011 8: 24 AM 
To: 'dgieffcltat nih.gov' 



Allison C. George 



Sunt. 
To: 

Cc: 



Subject: 
Attachments: 



From: 



Don W. Fox 

Tuesday, November 15. 201 1 9:1* AM 

Barbara A. Mullen-Roth; Shelley K. Flnlayson; AJIIson C George 
Ty Cooper 

PA' ClGIt Month!/ Meeting - 1 30 PM, Tuesday. November 1 5, 201 1 
Aq-.iMjj : tov.--i-.i-ft.- i r - :t" i • faac; pyb l- w i>c, rfteporl pdl New rx-j upei 'AM -re- 1 'opc-i 
on Oversight ot Federal Audit Clearinghouse 9-27-1 1 -fa laTdocx. QS1 1 1 1 1 pot. Appendices 
A-D 10-21-1 1 pdt 



The agenda for today'* CIG1F Ty. I thought you would be interested In some of the attachment lhat discuss new 
media 

From: Council of Inspectors General [mailto.CIGIE@ U5T.NlH.GOV ) On Behalf Of Mark tones 
Sent: Monday, November 14, 2011 3:39 PM 
To: OfilgfiMST.Klrl.GOV 

Subject: FW: OGIE Monthly Meeting - 1:30 PM, Tuesday, November IS, 2011 

This i> a reminder that tomorrow's Monthly meeting is being held at 1:30 p.m.. rather man its normally scheduled time. 

Additionally, unlike previous meetings where materials that were provided via email prior to the meeting were also 
provided at thr meeting, we will not be providing hard copies of the attached materials, other than the Agenda, at 
tomorrow'* meeting 

Thanks and see you tomorrow afternoon 



From: Mark Jones 

Sent: Thursday, November 10. 2011 8:24 AM 

To: 'cigie@lrst.rtlh.gov' 

cc 'dgte-lafsonsg? list . nih .gov' 

Subject: GGIE Monthly Meeting - 1:30 PM, Tuesday, November 15, 701 1 

Guod Morning, 

The next CIGtE monthly meeting will be held lt30 P.m. . Tuesday. November 1 5, at the American Institute of Architect's 
Bo.-irriroorn, 173!> New York Avenue, NW, Washington. DC. tn preparation for the meeting wo are providing the 
attached draft Agenda There are a few Agenda topics that will require action -- the guides for Cyber Secunty Oversight 
and implementing and Using New Media, the federal Audit Clearinghouse, and the Quality Standard! for Investigations. 
Documents relating to these action items are attached Also, we wanted to share that Shelley Metzenbaum, 0MB has 
been invited to discuss her work and Ini1iatrve<; regarding Improving Government Performance 

I hope all of you enjoy the weekend. 

Mark 



Mark D.Jones 
FxecutTve Director 
Council nf Ihe Inspectors General 
on Integrity and Efficiency 



Mark 



Baibara A. Mullen-Rolh 



Subject. 
Attachments: 



Sent 

To: 
Cc: 



From: 



Don W. I DM 

Tuesdsy. November 15. 2011 9:11 AM 

Bat bare A Mullen-Roth; Shelley K Finlayaon; Allison C George 
Ty Cooper 

FW: CIGIE Monthly Meeting - 1 30 PM, Tuesday, November 15, 201 1 
Agenda - November 15. 2011 docx; Cybersecunty Report pdf, Now MotSla.pdl. White Paper 
on Oversight of Federal Audit aearinohouso 9-2/- 1 1 final docx. OSI 11-3-11 odf Appendices 
A-D 10-21-1 1 pdf 



rhe agenda 1or today's DGfE 1y, I thought you would be Interested In some of the attachments lhat discuss new 
media 

From: Council of Inspectors General I mal rtotCIGIEfiauST. N1H .GQV 1 On Behalf Of Hark .tones 
Sent: Monday, November K 201 T 3:39 PM 
To: i IGJEia.UST.WltLSQM 

Subject: FW: QGJE Monthly Meeting - 1:30 PM, Tuesday, November lb, 2011 

fhls Is a lemlnder thai tomorrow's Monthly meeting is being held a! 1:30 p.m.. rather than its normally scheduled time 

Additionally, unlike previous meetings where materials that were provided via email prior to the meeting were also 
provided a! the meeting, we will not be providing hard copies of the attached materials, other than the Agenda, at 

tomorrow's meeting. 

Thanks and see you Tomorrow afternoon. 



From: Mark Jones 

Sent: Thursday, November 10, 2011 ti:24 AM 

To: 'dule(rjM«5Lnlfi.gov' 

Cc: ! cig ie-lialsons@fist.nih.gov' 

Subject: CIGIE Monthly Meeting. - H30 PM, Tuesday, November 15, 201 1 

Good Morning.. 

The neid CIGIF montbJy meeting will be held fcfr p p.m .. Tuesday. November 1 5, at the American Institute of Architect's 
Boardroom, New York Avenue. NW. Washington. OC. In preparation for the meeting we are providing the 
attached draft Agenda. There are a few Agenda topics thai will require action - the guides for Cyber Security Oversight 
and Implementing and Using New Media, the federal Audit Clearinghouse, and the Quality Standards fur Investigations 
l it cuments relating to these action •.•-•his are attached Mso, we wanted to -share that Shelley Mei/enbawii. OMB has 
been invited to distuss her work and Initiatives regarding improving Government Performance, 

l hope all of you enjoy the weekend. 

Mari 



Mark D. Jones 
Fxecutive Dlrettoi 
Council of the Inspectors General 
on Integrity and Efficiency 



Mdi» 



Don W. Fox 



From 1/ Cooper 

Son!: Tuesday, November 1b. 201 1 9.25 AM 

To: Don W Fox 

Subfoct: Re: CIGIE Monttity MoeHino - 1 :30 PM. Tuesday. November 15. 201 1 

I will take a look 



Ty Cooper, GSSP. CSCP 

Ch>ef Information Officer 

US Office of Government Ethic 

1201 New York Avenue NW, Suite 500 

Washington DC JlXIGS 

1202) 4B2-9226 {desk] 
(202) WS-3402 (coll) 
l ,• conprr|»<!^e.i5ov 



Thit message and/or its attachment!*) have benn sent via the U.S. Office of 
Government ethics Hlack9erry Mobile Services 

From: Don W. Fox 

Sent: Tuesday, November 15, 2011 09:10 AM 

To: Barbara A. Mullen-Roth; Shelley K. Finlaysonj Allison C. Georoe 

Cc: Ty Cooper 

Subject: FW: QGI£ Monthly Meeting ■ 3:30 PM, Tuesday, November 15, 2011 

Hw a B enda for today's CIGIE Ty, I thought you would be interested in some of the attachments that d.scuss new 

rned«a. 

From: Council of Inspectors General Lm^;aGl£@U5r.WUilSQW On Behalf Of i unk lone; 
Sent: Monday, November H. 2011 3:39 PM 

To: BaeffU5rT,Hai,60V 

Subject: FW; QGIF Monthly Meeting - 1:30 PM, Tuesday, November 15, 21131 

This is a reminder that tomorrow's Monthly meeting is being held at 1:30 p.m.. rather than its normally scheduled tErrte. 

Additionally, unlike previous meetings where materials that were- provided via emaif prior to the meeting were also 
provider! at the meeting, we will not be providing hard copies of the attached materials, other than Ihe Agenda, at 
tomorrow'* meeting. 

Thanks and see you tomorrow afteriKHJii 
Mart 

From: Mark Jones 

Sent: Thursday, November 10, 203 1 fi:24 AM 
To: 'clgle#ll5t nlh.gov' 

I 



Cc: 'clgle-llaliionsiQJil'st. n Ih . gov' 

Subject: CIGJE Monthly Meet?ng - 1:30 PM, Tuesday, November 15, 2011 



Good Morning, 



Do!r7rnnm V^ m v t i hpw *2fiil=m - Tuwtay. November 15, „ the Amencan .wmute of Archttm", 

°" r T' "£ Nc " Y " k Ave ™' N W - W»*h<«lon. DC. In preparation for the meeting we are .revving the 
attached draft A,end,, There are a few Agenda fop.cs tha, wilt require acfion the S u,d " for Cyber S™ Over,,,,,, 
and knphm.ni.ne and C 5 ,ng New Media, the Federal Audi, Deannghoose. and .Ire Quanty Sta.Ird^ v T 

' " V,,Cd 1Q d!SCU55 hc ' w °" and ■■*»■*•■ ^rdlng .mprovlng Government Perform,^ 
I hope stl of you enjoy the weekend 



Marl. 



Mari: D. Janes 
txeculive Director 
Council of the Inspectors General 
on Integrity and Efficiency 
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Council of the 

Inspectors General 

on INTEGRITY and EFFICIENCY 



QUALITY 
STANDARDS 
FOR 

INVESTIGATIONS 



Draft for CIGIE Membership November 2011 



Council of the Inspectors General 
on Integrity and Efficiency 



Authority Section It of the Inspector General Act of 1978 (5 U.S.C app 3 ) as 
amended 

Mission: The mission of the Council of the Inspectors General on Integrity and 
Efficiency (CIGiE) shall be to address integrity, economy, and effectiveness issues that 
transcend individual Government agencies and increase the professionalism and 
effectiveness of personnel by developing policies, standards, and approaches to aid in 
the establishment of a well trained and highly skilled workforce in the Offices ol 
Inspectors General. 

CIGIE Investigations Committee The Committee contributes to improvements in 
program integrity, efficiency, and cost effectiveness Governrnentwide by providing 
analysis of investigative issues common to Federal agencies The Committee provides 
the CIGIE community with guidance, support, and assistance in conducting high-quality 
Investigations Provides input to the CIGiE Professional Development Committee and 
the Training Institute on the training and the development needs of the CIGIE 
investigations community The Committee aclively engages the Assislanl Inspector 
General for Investigations Committee to assist in carrying out the Committee s goals 
and strategies 



Message From the Chairman of the 
CIGIE Investigations Committee 



The Quality Standards tor Investigations (QSI), since their inception in 1997 have 
successfully guided the Inspector General investigative community in producing high- 
quality investigations. 1 hey were modified in 2003. ! hte 201 1 version will continue to 
guWe the community in high-quahty investigative work 

The Inspector General Reform Act of 2008 (1G Reform Act) provided that members of 
the Council of the Inspectors General on Integrity and Efficiency (CIGIE) "shall adhere 
to professional standards developed by the CounciP (§ 1 1(c)(2) of the IG Reform Act) 
For this 201 1 edition of the QSI. the Investigations Committee has made technical 
changes that bring the document into full compliance with the IG Reform Act. including 
replacing all relerences to the TCIE' (President's Council on Integrity and Efficiency) 
and the "ECIE" (Executive Council on Integrity and Efficiency) wrth "CIGIE." 

The crafters of this QSI version, as did their predecessors, recognized the unique 
mission and varying statutory responsibilities of each CIGIE member As a result each 
OIG will adhere to the QSI in accordance with its unique mission, circumstances, and 
department or agency 

Throughout this version, you will also note a few minor changes for clarification, such as 
the definition of Aperiodic training." Appendix C was also added as a handy, non- 
exhaustive list of taws and regulations relevant to investigative work. 

I want to thank the Assistant IG for Investigations (AIGI) Working Group for their 
diligence in soliciting input from the AIGI community and in preparing the QSI. I also 
want to thank the Investigations Committee for their watchful eye in finalizing the QSI 
The members of the AIGI Working Group and of the Investigations Committee are listed 
<n Appendix D. 



Carl W Hoecker 

Chairman. Investigations Committee 
CIGIE 
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PREFACE 



The standards and principles in this document, commonly referred 1o as Quality 
Standards for Investigations (QSt), provide a framework tor conducting high-qualrty 
investigations for Offices of Inspector General (OIGs) affiliated with the Council of the 
Inspectors General on Integrity and Efficiency (CIGIE). 

Recognizing that members of the OIG community are widely diverse in their missions, 
authorities, staffing levels, funding, and day-to-day operations, certain foundational 
standards appty to any investigative organization As such, the standards outlined here 
are comprehensive, lelevanl, and sufficiently broad to accommodate a full range of OIG 
criminal, civil, and administrative investigations across the CIGIE membership. 

OIGs will Incorporate the standards and principles outlined here into an operations 
manual or handbook. This should be accomplished in accordance wilh the OIGs 
particular mission, unique circumstances, and respective department or agency 
requirements OIGs are encouraged to monitor changes in the laws, regulations, and 
other guidance cited here and revise their policies as necessary, pending future 
releases of the QSI In the event the QSI ate found to be inconsistent with laws, rules, 
regulations or other pertinent official pronouncements, the latter lake precedence 

1 he QSI categorize investigative standards as General and Qualitative. General 
Standards address qualifications. Independence, and due professional care Qualitative 
Standards focus on investigative planning, execution, reporting, and information 
management 

This QSI supersede the standards published by the President's Council on Integrity 
and Efficiency and the Executive Council on Integrity and Efficiency dated December 
2003 
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QUALITY STANDARDS FOR INVESTIGATIONS 



GENERAL STANDARDS 

General Standards apply to investigators and the organizational environment in which 
they perform Trie three general standards address qualifications, independence 

and due professional care. 



A. QUALIFICATIONS 

The: first geneial standard lor investigative organizations is: 

individuals assigned lo conduct ttw mvestigative activities must collectively 
possess professional proficiency for the tasks required 

This standard places upon the investigative organization the responsibility for ensuring 
that investigations are conducted by personnel who collectively have the knowledge and 
skills required to perform the investigate activities 

Guidelines 

Investigations vary in purpose and scope and may involve alleged violations of criminal 
or civil laws, as well as administrative requirements. The focus of an investigation can 
include the integrity of programs, operations, and personnel in agencies at Federal, 
Slate, and local levels of government, procurement and grant fraud schemes 
environment, safely, and health violations, benefits fraud, the background and suitability 
of individuals for employment 01 a security clearance designation; whlslleblower 
retaliation; and other matters involving alleged violations of law. rules, regulations and 
policies Some of these investigations address both crvil and criminal acts, ranging in 
significance from a misdemeanor lo a felony. Others involve admin Istra live misconduct 
issues I hey often require using specialized investigative techniques; examining 
complex financial transactions, contracts, grants, and business operations; and 
interviewing government and corporate officials A wide variety of skills and extensive 
knowledge are necessary lo perform the broad range of activities required by these 
diverse investigations. 

Investigative organizations should establish criteria to be used In recruiting and 
selecting the best qualified applicants. At a minimum, factors lo be considered in 
employing entry-level candidates should include education and experience, character 
physical capabilities, and age bach of these factors may be controlled by legislation 
regulation or agency needs Investigative organizations should review these criteria to 
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ensure thai they assist in providing the best qualified applicants. In addition, 
organizations shoufd establtsh appropriate avenues for investigators to acquire and 
maintain the necessary knowledge, skills, and abilities; complete enlry-Jevel training, 
participate in In-service training; and receive professional development opportunities. 

Education — It is desirable that all newry appointed investigators possess a 4-year 
degree from an accredited college. The knowledge acquired from a higher education 
will enable the investigator to deal with complex problems encountered in day-to-day 
investigative work. Higher education enhances the investigator's ability to communicate 
effectively, both orally and in writing, with witnesses, other law enforcement agencies, 
prosecutors, supervisors, coworkers, and the public 

Experience— Depending on the specific needs of the agency, allowances may be made 
for candidates lo substitute job experience for a college education. Suitable job 
experience would provide the candidate with demonstrable knowledge, skills, and 
abilities pertinent to the Investigative position as discussed later In this document 
Depending upon the nature of the investigative organization's mission, additional 
requirements may be established for specific types of experience (financial skills, 
computer skills, etc ) 

Character— Each investigator must possess and maintain the highest standards of 
conduct and ethics, including unimpeachable honesty and integrity Every citizen is 
entitled to have confidence in the integrity of Government employees, particularly 
investigators who routinely access sensitive information and execute search and arrest 
warrants. Further. Investigative personnel may be subject to statutory and legal 
lequrrements relating to integrity (Gigiio, Lautenbcrg, Brady,' etc.). Consequently, OIGs 
should establish sound hiring policies to adequately screen applicants for investigative 
positions. Processes to consider include, but are not limited lo, criminal history checks 
queries of commercially available databases, drug testing, personal Interviews, previous 
employment and reference checks, and background investigations * 

OIGs should also have policies that require investigative personnel to report any arrest, 
conviction, or other potential misconduct issue that would jeopardize their performance 
of duties. Such policies may also include requiring investigative personnel to be subject 
to periodic criminal history and background checks 

Physical Capabilities— Rach investigative organization should develop job-related 
physical or medical requirements consistent with current statutes, regulations, and 



1 See Gigtio v. UtiiteJ Stales, «5 US. 1504 1972); l.autcnhetK Amendment, I K I ISP Section <>22<r)(9); and ftmdv 
v.Mdr>W|l%.l) J73U.$. tt, 

3 Tnc Offtool'PcnoiniKl Management (OI'M) Cttqpffo* background jnvetaiftwtjcm* a* Naliunal Agency ( V rVf 
wife Inqurric* (NAClfc Moderate Hhk Background Investigation (MB!)-. Background lamina (W I- nnd Single 
Scope Background Investigation 1SSHI>. Micas* refer lo OPM fw fuiiha K «id«nce 



agency policies Id enable investigators lo discharge their dirties, while promoting 
personal well-being. 

The physical demands placed upon the investigator will vaiy among agencies. OIGs 
employing criminal investigators should establish a physical frtness program to provide 
and maintain physical fitness arid reduce the risks of cardiovascular disease, obesity, 
stress, and related ailments and disorders. 

It is in the interest of an investigative agency to establish and maintain a vibrant 
workforce because an investigator's duties frequently require irregular unscheduled 
hours, personal nsk, exposure lo extreme weather, considerable travel, and arduous 
exertion Investigators are frequently engaged In stressful encounters and can be 
victims of stress related medical disorders 

Ago— Consideration should be grven to minimum and maximum age requirements for 
entry level criminal investigator positions in accordance with applicable statutes and 
regulations Waivers may be gianted only in accordance wHh applicable regulations 

Knowledge, Skills, and Abilities— Because of Ihe cntical and sensitive nature of an 
investigator's position, investigative agencies should ensure thai all investigators, 
commensurate with grade level, possess the requisite knowledge, skills, and abilities 
summarized below to fulfill their responsibilities. 

1 A knowledge of theories, principles, practices, and techniques of investigation 
and the education, ability, and experience to apply such knowledge to the type of 
investigation being conducted. 

2. A knowledge of government organizations programs; activities, functions, and 
where applicable, their interrelations wilh the private sector; 

3. A knowledge of applicable laws, rules, and legulalions, including the U.S. 
Constitution, the U S Criminal Code (including elements of crimes); the F ederal 
Rules of Evidence, the Federal Rules of Criminal Procedure and other pertinent 
statutes, such a-; the Privacy Freedom of Information, and Whistle blower 
Protection Acts; 

A An ability lo exercise tact, initiative, ingenuity, resourcefulness, and judgment in 
collecting and analyzing facts, evidence, and other pertinent data; apply sound 
deductive reasoning; and deliver oral and written reports; 

5. An ability to safely and effectively carry out raw enforcement powers, where 
duly authorized, including carrying firearms, applying for and executing search 
warrants, serving subpoenas, and making arrests; and 

6 The skilte necessary for the investigation. This qualification standard 

recognizes that proper training is required lo moot the need for the broad range 
of special knowledge and skills necessary to conduct investigations This 
training should include both fonnal classroom and on-the-job training. The 
qualifications listed below apply to the skills of an investigative organization as 
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a whole and r>ot necessarily to every individual investigator Skills required to 
conduct an investigation include the ability to: 

a) Obtain information from peopte; 

b) Analyze and understand documentary evidence; 

c) Understand witness confidentiality and "whlstleblower* concepts; 

d) Analyze and evaluate facts; make sound and objective assessments and 
observations; and, where appropriate, make constructive 
recommendations: 

e) Use computer equipment, software, and related systems effectively in 
support of the investigate process; 

f) Delrver ctear. concise, accurate, and tactual summaries of results of 
investigates, both orally and in writing; 

g) Prepare and obtain signed, sworn statements, and 

h) Use appropriate and authorized specialized investigative techniques 

Criminal Investigator Entry-Level Training— All OIG investigators who exercise law 
enforcement powers (authorized by the Inspector General Act (IG Act), section 6(c), and 
implemented by the Attorney General Guidelines for Offices of Inspector General, US 
Marshals Service deputation, or other with statutory authority) must successfully 
complete a formal basic training course, such as the Criminal Investigator Training 
f Program at the Federal Law Enforcement Training Center As an alternative, this 
training requirement may be satisfied by completion of a comparable course of 
instruction 

In addrfion. OIG investigators exercising law enforcement powers should attend a formal 
OfG-specrfic foltow-on training program, such as the Inspector General Investigator 
training Program at the Inspector General Investigator Academy (IGCIA). 01 equivalent, 
or in case of experienced criminal Investigators hired from Federal law enforcement 
agencies outside the IG community, the IG Transitional Training Program at the IGCIA 
or equivalent 

Each agency should also provide orientation training {formal or informal) specifically 
relating to the agency's mission, programs, policies, procedure, rules, and regulations 
Agencies may also consider in-service training covering similar topics, as best suits the 
agency's requirements and the investigator's experience (See Appendix A, -Job Task 
Illustration for Investigators.") 

Firearms Qualification OIGs must ensure that all criminal investigators authonzed to 
carry a fireaim train and qualify regularly, as defined by the Attorney General Guidelines 
or other authoritative guidelines 

The agency must develop a policy that ensures compliance with regular firearms 
qualification Such policy should address occasions when failure to qualify or attend 



5 



periodic training is justified and the corrective actions taken when failure was not 
justified. OIG poRcies should require 1lie surrender of a firearm or suspension of faw 
enforcement authority If the failure reaches an unacceptable level. 

OIGs must implement an inventory control system tor fireaims and retated equipment, 
taw enforcement credentials/identification, and specialized technical equipment 

Periodic Training Requirements — OIGs should ateo periodically train cnminal 
investigators on effective and appropriate use of force and constitutional law and olher 
topics articulated in the Attorney General Guidelines or other authoritative guidelines. 
Additional topics to consider are new laws and court decisions affecting operations; 
technological implements, and any changes In agency and national level policies 
procedures, rules, and regulations (e.g , Transportation Security Administration (TSA) 
training on "flying while armed"), 

All post-basic tiaining should be part of a systematic, progressive, and documented plan 
to maintain the requisite knowledge, skills, and abilities OIGs deliver such training 
depending on the organization's needs and mission requirements The frequency and 
nature of such training may be adjusted depending on whether the investigator is In a 
primary or secondary position 

OIG policies should determine the frequency of. and ensure compliance with, its 
recurring and periodic training, which, absent unique circumstances, should not exceed 

3 years 

Professional Development- -'the training of an investigator should be a continuing 
process An investigator should receive formal and on- the job exposure prior to an 
assignment requiring independent application of a given subject matter A continuous 
career development program should be established to provide the proper preparation, 
training, and guidance to develop into professional^ qualified investigators and 
supervisors 

To facilitate this effort, the investigative agency should develop a training profile that will 
satisfy its needs and consider a mentoring program (See Appendix B. Training Profile 
Illustration") 



B, INDEPENDENCE 

T he second general standard for investigative organizations is 

tn all matters relating to investigative work, the investigative organization must 
be free, both in fact and appearance, from impairments to independence, must 
be organizationally independent; and must maintain an independent attitude. 
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This standard places upon agencies, investigative organizations, and investigators the 
responsibility for maintaining independence, so that decisions used in obtaining 
evidence, conducting interviews, and making recommendations will be impartial and will 
be viewed as impartial by knowledgeable Uiird parties. There are three general classes 
of impairments to independence personal, external and organizational 

Guidelines 

Personal Impairments — Circumstances may occur in which an investigator may 
experience difficulty in achieving impartiality because of their views and/or personal 
situations and relationships These impairments may include the following: 

1 Official, professional, personal, or financial relationships thai might affect the 
extent of the inquiry; limit disclosure of information; or weaken the investigative 
work in any way; 

2. Preconceived opinions of individuals, groups, organizations or objectives of a 
particular program that could bias the investigation; 

3. Previous involvement in a decisionmaking or management capacity that would 
affect current operations of the entity or program being investigated; 

4. Biases, including those induced by political or social convictions that result from 
employment in, or loyally to. a particular group or organization; and 

5. Financial interest in an individual, an entity, or a program being investigated 

External Impairments — Factors external to the investigative organization may restrict 
its ability to conduct an Independent and objective investigation and issue reports of 
investigation Such factors include 

1 Interference in the assignment of cases or Investigative personnel; 

2 Restriction on funds or other resources dedicated to the investigation or to 
investigative organizations; 

3. Influence on the extent and thoroughness of the investigative scope, the way in 
which the investigation is conducted, the mdrvidual(s) who should be interviewed , 
the evidence that should be obtained, and the content of the investigative report, 
and 

4. Denial of access to sources of information, including documents and records 

Organizational Impairments— An investigative organization s Independence can be 
affected by its position within the hierarchical structure of the subject Government entity 
To help achieve maximum independence, the investigative function should be positioned 
QutRide the staff or reporting line of the unit or employees under investigation 
Investigations of OIG personnel should always reflect a special sensitivity to this issue 
of independence. 



C. DUE PROFESSIONAL CARE 

The third general standard for investigate organizations te: 

Due professional care must DO used in conducting investigations and in 
preparing related reports 

This standard requires a constant effort Id achieve quality and professional 
performance. It does not imply infallibility or absolute assurances that an investigation 
will reveal the truth of a matter. 

Guidelines 

This standard requires 

Thoroughness— All investigations musl be conducted In a diligent and complete 
manner, and leasonabte steps should be taken to ensure that pertinent issi*es are 
sufficiently resolved and to ensure that at) appropriate criminal, civil, contractual, or 
administrative remedies are considered 

Legal Requirements — Investigations should be initiated, conducted, and reported in 
accordance with (a) all applicable laws, rules, and regulations; (b) guidelines from the 
Department of Justice and other prosecuting authorities; and (c) internal agency policies 
and procedures. Investigations should be conducted with due respect for the rights and 
privacy of those involved 

Appropriate Techniques --Specific melbods and techniques used m each investigation 
Should be appropriate for the circumstances and objectives 

Impartiality— All investigations must be conducted in a fair and equitable manner with 
the perseverance necessary |q determine the facts. 

Objectivity— Evidence must be gathered and reported in an unbiased and independent 
manner in an effort to determine the validity of an allegation or to resolve an issue This 
includes inculpatory and exculpatory information 

Ethics— At all tomes, the actions of the investigator and the investigative organization 
must conform with all applicable standards of ethical conducL 

Timeliness— All investigations should be conducted and reported in a timely manner 
This is especially critical given the impact investigations have on the lives of individuals 
and activities of organizations Hence, the effectiveness of an investigator depends in 
pari, on the promptness of finished work products, such as prepared findings and 
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memorialized witness interviews 

Accurate and Complete Documentation— The investigative report findings and 
accomplishments (indictments, convictions, recoveries, etc.) must be supported by 
adequate documentation (investigator notes, court orders of judgment and commitment, 
suspension or debarment notices, settlement agreements, etc.) and maintained in the 
case file 

Documentation of Policies and Procedures— To facilitate due professional care, 
organizations should establish written investigative policies and procedures via 
handbook, manual, directives, or similar mechanisms that are revised regularly 
according to evolving laws, regulations, and executive orders. 



QUALITY STANDARDS FOR INVESTIGATIONS 



QUALITATIVE STANDARDS 

Qualitative standards address four critical standards that must be addressed if the effort 

to successful These are pfenning, execution, reporting, and information 
management. 



A. PLANNING 

The first qualitative standard for investigative organizations is: 

Organizational and case-spectftc priorities must be established and objectives 
developed to ensure that individual cose tasks are performed efficiently and 
effectively 

Priorities and objectives apply to investigative organizations, in geneial (the types and 
numbers of investigations conducted, application of resources, minimal case-opening 
thresholds, etc.) and to specific investigative tasks in particular (the person(s) lo 
interview, the records to review, and time frames for completing tasks, etc.). This 
standard may best be achieved by preparing organizational and case-specific plans and 
strategies. 

Guidelines 

Organizational Planning— When feasible, OIG shouki prepare goal-out* nteel annu.il 
investigative plans that are consistent with prevailing law. Attorney General Guidelines 
(if applicable), and OIG-specifrc mission and goals Planning documents shouki present 
each organization's goals and objectives, performance measures, and a guide for 
managers fo implement these plans The plans should pioject the allocation of 
resources, identify priorities, describe investigative programs, and Include any new 
initiatives Such plans may be part of an annual appropriation request or part of the 
overall OIG annual plan or performance document. 

Annual plans should be flexible enough to accommodate individual agency needs and 
the shifting of investigative priorities and staff resources, as circumstances dictate 
However, operational plans should be specrfic enough lo provide a basis for the 
professional management of investigative resources and workloads during the planning 



Individual Case Planning- Upon receipt, each complaint must be evaluated against 
the investigative functions, priorities, and guidelines for one of three decisions 
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• Initiate investigative activity, 

• Refer to another appropriate authority, or 

• Take no further specific Investigative action. 

If the decision Is to initiate an investigation, the organization should begin any 
necessary immediate actions and establish, if appropriate, an investigative plan of 
action (whether verbal or written) as soon as possible The plan should describe as 
many of the foltowing components as deemed necessary: 

1 Primary nature and complexity of the allegations {criminal, civil, andVor 
administrative); 

2 Planned focus and objectives of the investigation; 

3. Possible violation(s) of law, rule, or regulation and the corresponding elements of 
proof or standards; 

A Coordination with appropriate authorities, if warranted (another OIG, the Federal 

Bureau of Investigation, etc.); 
5 Applicable judicial venue and coordination with prosecutors when appropriate; 
6. Steps necessary to meet investigative objectives; and 
7 Resources necessary to meet investigative requirements 

During the investigation, organizations should, when appropriate, also consider the 
actions suggested below to ensure that the investigation is conducted efficiently and 
effectively (the list is not exhaustive, but representative) 

1. Use of a time-phased approach that ensures that individual leads are pursued on 
a timely basis and that periodic evaluations of progress occur. This would 
include an ongoing affirmative decision lo continue or terminate the investigation 

2. Identification of any causative factors that should be reported 3s weaknesses or 
internal control issues requiring corrective action by agency management 

3. Ongoing coordination with appropriate agency or other Government officials rf 
notable security or public hearth and safety issues are raised 



B. EXECUTING INVESTIGATIONS 

The second qualitative standard for investigative organizations is 

Investigations must be conducted in a timely, efficfent, thorough, and objective 
mannor 

The investigator is a fact gatherer and should not allow conjecture, unsubstantiated 
opinion, bias, or personal observations or conclusions to affect work assignments. He 
or she also has a duly lo be receptive to evidence thai is exculpatory, as well as 
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incriminating. The investigator should collect and analyze evidence through a number 
of techniques, including, but not limited to. interviews of complainants, witnesses 
victims and subjects, reviews of records; surveillance and consensual monitoring, 
undercover operations; and use of computer technology 

Guidelines 

The following guidelines should he considered, recognizing that investigations are often 
fluid and unpredictable: 

Conducting Interviews — A review of known information should precede a planned 
interview An investigate* should identify himself/herself to the interviewee and state the 
purpose of the interview, if appropriate. Appropnate warnings 14 should be provided to 
those individuals suspected of violating law or regulation Witnesses generally do not 
require rights advisement When conducting an interview, particular attention should be 
given to obtaining the interviewee's observations and knowledge of incidents and 
actions 01 statements of other persons connected with the event. Interviewees should 
be asked to provide, or identify the location of, relevant documents All interviews are 
subject to inclusion in reports Any contemporaneous interview notes that are prepared 
»n a criminal investigation should be retained as required by law 01 agency policy 
Requests for witness confide ntialrty should be honored, m accordance with the IG Act 
and to the extent legally permissible In all cases, interviews should be property 
documented 

Collecting Evidence— Evidence should be collected in such a way as to ensure that all 
known or obviously relevant material is obtained, the chain of custody is preserved, and 
ttie evidence is admissible in any subsequent proceeding. The validrty of information 
and evidence obtained during an investigation should be verified A procedure for the 
disposal of physical evidence by an independent party must be followed When using 
the work of a specialist, such as criminal laboratory examiners, computer forensic 
examiners, and financial experts, investigators should assess the specialist's ability to 
perform and report on the work in an impartial manner and should understand the scope 
and objective required of the specialist Investigators should also consider the 
specialist's professional certification, experience, and relevant standards 

Documenting Activities— The results of investigative activities should be accurately 
and completely documented in the case file Internal investigative guidelines should 
specificalry and clearly address due diligence and timeliness of the documentation 
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Complying With Legal Requirements— Interviews, evidence collection, and other 
activities must be initiated, conducted, and reported in accordance with all applicable 
laws, rules, regulations and should be conducted wrth due respect for the rights and 
privacy of those invoked I his includes, for example, appropriate warnings and 
assurances and Grand Jury restrictions 

Additional considerations during an investigation may include 

• Obtaining, securing, and properly using Grand Jury information; 

• Using parallel crvrl and criminal proceedings: 

• Respecting the Right to Financial Privacy Act; 

• Developing and using confidential Informants and other sources of information . 

• Obtaining and using hotline information; 

• Using IG subpoenas, 

• Serving as liaison and interacting with prosecutors, and 

• Storing and handling electronic data. 

Conducting Progress Reviews— Supervisory reviews of case activities should occur 
periodically to ensure thai the case is progressing in an efficient, effective, thorough, 
and objective manner 



C. REPORTING 

The third qualitative standard for investigative organizations is: 

Reports (oral and whiten) must thoroughly address all lelevant 
aspects of the investigation and be accurate, cleat, complete, concise, 
logically organized, timely, and objective 

AH reports should accurately, ctearty. and concisely reflect the relevant results of the 
investigators efforts Facts should be presented in straightforward, grammatically 
conect language and should avoid the use of unnecessary, obscure, and confusing 
verbiage. Graphics should be well-prepared, clearly relevant to the investigation, and 
supportive ol the presentation. 

Guidelines 

Organizations should determine the most appropriate report mechanism (verbal oh 
written) and format, on the basis of the circumstances of Ihe issue(s) involved In 
pursuing Ihrs standard, the following guidelines should be considered: 

1 In any report, the facts shouki be set forth to facilitate reader comprehension 
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This should include a clear and concise statement of the facts and applicable 
law, rule, or regulation that was allegedly violated or that formed the basis (or an 
investigation. 

2 The principles of good report writing should be followed A quality report will be 
logically organized, accurate, complete, concise, impartial, and clear and should 
be issued >n a tiiitely mannei 

3. Reports should contain exculpatory evidence and relevant mitigating information 
when discovered during any administrative investigation. Exculpatory evidence 
in a criminal or civil investigation must be brought to the attention of the assiqned 
prosecutor 

4. Evidence outlined in a report should be suppoited by documentation in the 
investigative case Tile. 

b. In some cases, it may be appropriate to note specific allegations that were not 
investigated to ensure that decisionmakers can take further action as they deem 
appropriate. 

6 The outcome or accomplishment (fines, savings, recoveries, indictments, 
convictions, suspensions and debarments, or management recommendations, 
etc) should be documented in the file 

7. Systemic weaknesses or management problems disclosed in an investigation 
should be reported to agency officials as soon as practicable. 



D. MANAGING INVESTIGATIVE INFORMATION 

The fourth qualitative standard for investigations is: 

investigative data must be stoned in a manner that aliows effective retrieval, 
reference, and analysis, while ensuring the protection of sensitive data (i e 
personalty identifiable^ confidential proprietary, or pnviteged information or 
materials ) 

One of the many hallmarks of an efficient organization is its ability to retrieve information 
thai it has collected An effective information management system creates and 
enhances institutional memory This, in turn, enhances the entire organization s ability 
to conduct pattern and trend analyses and to fulfill the mandate of detection and 
prevention Such a system also assists in making informed judgments relative to 
resource allocation, training needs, investigative program development, prevention 
activities, and Implementation of the investigative process. Further, the IG Act requires 
thai certain data elements be reported in the semiannual reports to Congress, 4 



' OIGs an: ciiawrafccd Ifl consult tliv IG Ali for ihmc requircnicnis. 



it 



Guidelines 



The degree lo which an organization efficiently achieves its goafs is affected by the 
quality and relevance of information thai is collected, stored, retrieved, and analyzed 
Information, or the lack of il, has direcl influence on management's ability to make 
sound decisions relating to investigative matters. Therefore, written directives should 
exist that define the organizational component responsible for record maintenance and 
the specific procedures to be performed 

Information Flow- Accurate processing of Information ts essential to the mission of an 
investigative organization It should begin with the orderly, systematic, accurate and 
secure maintenance of a management information system Written guidance should 
define the data elements to be recorded in the system. The guidance should be based 
on legal requirements and needs and should cover the proper security and storage of 
personally identifiable and other sensitive information and the storage of discoverable 
Information 

Complaint-Handling Activities— The investigative process often begins with a 
complaint from an individual The initial complaint wilt rarely provide the agency with all 
the necessary information and may be the first indication of a serious violation of law. 
Policies, procedures, and instructions for handling and processing complaints should be 
in place. Individuals receiving complaints should obtain all pertinent details The 
agency should adopt procedures to ensure that basic information ps recorded, held 
confidential, and tracked lo final resolution. 

Case Initiation— An organization should establish guidelines, Including the level of the 
approving authority, for making a determination to initiate an investigation 01 to pursue 
another course ol action. Case assignments should be based on resource 
considerations. geographicaJ dispersion and level of experience of personnel, and 
current workloads. A decision not to investigate (refer to another entity or take no 
action) should be documented 

Management Information System — Management should have certain Information 
available to perform Its responsibilities, measure its accomplishments, and respond to 
requests by appropriate external customers. Items that may be considered for tracking 
puiposes include, but are not limited to. the following: 

Workload Data 

Number of complaints handled; 
Cases opened, 
• Cases closed; 

Cases pending (active); 



l> 



Referrals to program managers and outcomes of such referrals; 

• Referrals lo other investigative agencies (Federal. State, or local, including 
agency name); 

• Referrals (criminal, civil, and administrative) 

-accepted and 
•declined, and 

• Amount of direct and indirect labor -hours expended on each case, where 
appropriate. 

Identification Data 

Appropriate dates (allegation received, case opened, case closed, etc.): 

• Source Information (anonymous, private citizen, eta); 

• Type of violations investigated (criminal, civil, administrative, etc.); 

• Category of investigation (contract and grant fraud, theft, bribery, environmental 
violation, cybercrime, scientific misconduct, etc.); 

• Priority (routine, high priority, special interest, etc ); 

• Potential violations (Title 18 of the U S Code, agency regulations, etc.); 
Suspected dollar loss, where appropriate, 

• Joint and task force investigations; 

• Operation, program, office, or facility impacted (Departmental bureau or 
organization), 

• Principal State and location where investigation is centered, including judicial 
venue. 

• Investigative techniques employed (consensual monitoring, undercover 
investigation, searches, hazardous interviews and activities, etc.), and 
Indices of subjects, witnesses, and othei Individuals. 

Investigative Results Data, 

Number of indictments, convictions, declinations/acceptances, criminal 
outcomes, and civil actions. 

Amount of recoveries, restitutions, fines, and settlements: 
Reports issued (to prosecutors and agency management); 

• Recommendations to agency management for corrective action(s) (take 
disciplinary action, recover monies, correct internal control weaknesses, etc ); 
Number of disciplinary or other administrative agency actions (terminations, 
suspensions, debarments, and personnel and contractor actions), and 

• Calculated savings from the Investigation. If applicable 

The above data will generally allow for the design of a basic system of administrative 
checks and controls to meet management needs Depending on the complexity and 
scope of an investigative activity, additional data can be developed that will enable trend 
and pattern analyses. 
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Investigative Filo All investigative activity, both exculpatory and incriminating, should 
be recorded in an official case file. A case file may be paper , electronic, or both and 
should be established upon the opening and assignment of an investigation. The file is 
used to maintain investigative records {interview writeups, data analysts, reports, etc.). 
Written directives for fife management should specify procedures for at least the 
following; 

• File organization, maintenance, storage, and security; 
Assignment of case numbers: 

• Preparation and filing of documents and exhibits; 
Collection and storage of evidence; 
Distribution and dissemination of reporls; 

• Access control of the files; 

• Retention of records, including evidence, interview wnteups. investigator notes, 
and other case file documentation {to be determined on the basis of agency 
requirements. Federal records regulations, and judicial decisions); 

• Ensuring that sensitive information is protected (personally identifiable 
information, Privacy Act information. Grand Juiy Information, national security 
information, etc.), and 

• Adequate physical and logical controls ovei electronic case files, lo include 
backup procedures and protection from cyberthreats. 
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APPENDICES 



Appendix A 



JOB TASK II I I K1RATION FOR INVESTIGATORS 



Receipt. Analysis, ami liisposiliou of Allegation^*) 

• Obtain data ln.»m complainant or source 

• Document complain! m writing 

• Know prosecutive or regulatory criteria 

• Identify violations (elements of crime) or administrative Standards 

• Review and Identify significant information or potential evitience 

• Determine correct disposition of complain! (criminal, civil, or admin istra! ivc) 

• Open Investigation, if appropriate, and coordinate with appropriate authorities 
(internal ly/cxternaiJy ) 

Assessment. Focus, and Preparation of Jnvcsligatrvc Plan 

• Review available information and evidence 

• Review legal decisions and guidelines 

• Review agency programs, operational policies, and procedures 

• Determine focus and scope of investigation 

• Asse ss and idem i fy rcqui red resources 

• Identify potential witnesses, suspects, relevant documents, and evidence 

• Organize and prioritize investigative activities 

• Prepare initial invest ipu •. . plan 

C onduct Investigation 

• Maintain focus and follow investigative plan (revise as necessary) 

• Prepare for anticipated investigative activities f inter views, taking slaicmcnts | 
■ Apply knowledge of laws and/or refutations 

• Understand and apply techniques to ensure constitutional rights 

• Project i professional image 

• Use good oral and written communicative skills 

• Know evidentiary rules 

• Collect, analyze, and preserve evidence 

• Use appropriate specialized techniques (search warrants, forensic*, consensual 
monitoring) 

• C onduct reviews and data inquiries and promptly document such activities 

• Collect and analyze financial dais 

• Assess progress and re- foe u s when n trees* itrv 

• Coordinate progress with supervisor (prosecutors or management, as appropriate) 
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• Maintain appropriate liaison 

• Effectively mintage the case: and assist personnel and meet planned milestones 

• ( )hta in \Q or grand jury subpoenas and/or testify before grand j Ory 

Review, Organize, and Evaluate Investigative Findings 

• Review ,nu1 understand die information gathered 

• Oraam?e the information and evidence gathered 

• Correlate data, witnesses, and records 

• Consider internal/external customer needs 

Draft Report, Validate Contents, and Submit Final Report 

• Write draft report-ensure accuracy, thoroughness, objectivity, proper format, clarity, and 
correct grammar 

• Review report to ensure information is correct and complete 

• Consider issues such as confidentiality, the Privacy Act, the Freedom of Information Act, 
and security classification 

• Include disclosure caveats where appropriate 

• Write final report 

• Distribute to appropriate entities 

PoMf-lnvestigatix v Tasks 

• Know rules of criminal and/or civil procedure 

• Assist wiih preparation for ciiurUadrninisurativc proceedings 

• Serve witness .sulipocnas 

• Assist I S Attorney/District Attorney at trial 

• Testify at trial 

• Document and report results, dispositions, and outcomes 

• Obtain disposition of exhibits and evidence after trial/hearing 

• Return and document proper disposition nf documents and evidence 

• Review the organization of investigative Tiles for efficient retrieval 

• Archive investigative files 

• F-nsure information management database reflects accurate and final cose tnfurmalinn 
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Append it B 

TRAINING PROFILE ILLUSTRATION FOR INVESTIGATORS 
Hnsk/Ltitn Uvcl training GS.VT 1 CITF >? IGITP * 

Administcriiip Right* W*inwi«i x 

A in- lit !..inbllrr> y 

H*»k < uanrnilcr Ajiplwymnn*. x 

t iiiJhn|wiiu«t«ry Rcsftatrtlullun \ 

Cknaplakrt Aaeaunmi \" 

t iliics ami Code af fnnduel X 

Federal Ruin oj' Crmuittl«:ivfl Procedure X 

fiiinnuanii x 

Sexual IbmuiMcnUlJiwaln x 

I cyu^tag m CUmn «uj 7 rial Itwmn J 

Viciirn/Wititttt AtmoKB X 

Af fiduviti attd Statement* X 

Applying anil Ineartfctf ol Scorch Warrant* \ 

Arretf TodunqtMi v, 

As«, inlitiu 1 *S Allimwir i and mbcr fruircutnrc \ 

Aulhurily oiid /in"iv)u tkiti y 

<"■*«■ Dewlfiiururil mil I iui*nti X X 

Collection. I^oicsctlm, and Rule* «rf lvidencc X 

< 'cirnrnuuisRatuin SlrJUi {OraJ uxirt Written) \ 

Constiliilioiial High** X 
Dcfciwtvc fncticA 

ENlclllMMjfl IVMCj .TUiA X 

PJccewmit Soureo or luftmnatkin v 
Bemem of r dime 
HrtajiitA 1*10 lire mjcj 

I' rand Schemes ^ 

Icitwv ttuiiig I iclmunu-i. ^ 

ImcitHUlivc P landing X X 

Relevant Ci> jI and Criminal Sta>«m X X 

Return Writing y ^ 

tlaeafKleeirottlc Evident* X \ 
Admuintrali Mi Remedies v 
ClviJ Rowdier 

Cnoacp<i of Coniidciitlallty x 

l.i ipl'-v. . ' .iiiplsunmif. ^ 

Indoor CwnrraJ Atf „ 

liupet-ttir ticon ui Subpoena Y 
Ur»,;,ii..i.i iu,a. a. . - ■• " 

W WH1IB W iTtlDCCIKUti 



>; 
x 
x 

X X 
X 
X 
X 
X 
X 
X 
X 

X X 
X 
X 



ln -S™ kc / ni ™S 1(1 «"* dc«rc be pmvufcd Jar cadi of lit** areas based on .he 

organ raaitnn % miuioo and ncedi 

: < nminU fcm^ptat hnimni: .'i,, B ..u„ conducted by the Federal Lwr l^orceanant Inrnimg Center 
Imp*** , ,cncral Baste Ir^nj Program eunducled by Uh: i MpecMr « Cmrnna] Ac*kro> 
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Agency In-Service I mining 



Recurring' 

Code nf LoAduel 

Sexual I Inrmssracirt 'Lhvortlty 

Echict 

Agency Autharrt) .'JuHsdaclum 
Plijaic al efficiency Rattery 
Hcattli Aneumml 
'.'♦JBJlCll)' 

Fijtanm t-Mniliui/«ioii said Ijwiifkjrtuia 
fj*e of Fikw Policy (including Deadly FlHu- i 

UsalllpdMiCCriAkal andClvB) 
Ancst Tcchmijuc* 
Delbtsm I attics 
inlcmu'diate Weapon* 
Cuntiupulmmiary KrauKCiMrtMin 
I .ifcntyir W jnaacoiciiL'SLic.ts 
Vlttfiflrfroaefll A*wrnei» 
niooil Rome iMaiVir. '.imi.u.,! I;. . 



' Huvt-J on liberie}' rrquirrmenu. 

' Conducted on a uhcduJed havi* ia accnitlancc with applicable Uandatdi Attorney General guideline*, 
I cdcml rc«ulalinm, ctO 



Advanced Training* GS-7 Cg-9 CS-II GS-12 Ggjj CS-14 

Dm Andy 4* x x 

I mpki>K CowtM Mid X X 
inlcffrrty 

Iln«n«iil! : nBJif<lj>»iid. X 

irrdii Curds, etc.) 

AtaMimiiig Principles \ 

l.mht. 1 ., ■It- mail X 

'iuuiiijihJ Cdan x 
Compinw ctuikj x 
Bribery X 

CoOtmd and Giant Fraud X 

Icchiucaf lavcatigalivt X 
tjiuijirnrjii 

Advanced Interviewing \ 

Undercover CJpeniliiwi X 

Advanced Financial X 

i... 

Advanced < lomputn X 
Apfiln-nuam 

Estractfon 

HcrUonic Evidence \ 
Analyst* 

Ami- 1 runt lavc.iligaiiriiii \ 

I "-Level Supcrvi^vn x x 

Caac M*li*iic<lirrit x 
iVohlcm SuNsag mini ^ 



Conflict Rcsolmkoa 
Advanced yu|ierWid«i 



X 



l* D dcnd»ip,(i.«u:hi 0)t .«rf - 
llftiMiMlkil 

Odiw Adtniiuitmno 

m.v,,.!, emeal 

PetMimtl Majuyjcfiiceil 



" »iwed an organize.™'* necdu and mlttfon requirements 
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Appendix C 

Non-Exhaustive Table of legislation, Executive Order?!. 
Standards. Regulations, and Other Guidance for Investigators 



Document 


Description 


t Lcius.ln.tinn 


..... ■ , ■ ,- . . ,. ., 


Crime*. 1 8 U.S.C. §§ 1 -2725 and 
Criminal r^cdure, 18 U.S.C. §$ 
3001-3771 


Lstnbtvshcs crimes and criminal procedures as they pertain to 
OICj oversight of departmental pragmas. 


Electronic Communications 
Protifiinn Act 1 X I J S C 66 2MQ- 

■ I Will (\Mj 10 UiJV ■ }£>J n«~ 

2522 (Wiretap Statute) 


Limits the ability of law enforcement officers to intercept 

L*lr*t"lNHiit" c'innrriimic"jiTir wi'i without indicia] anthi r n and 

regulates the use and discloHurc of in formal ion oNained 
through authorized wiretaps. 


False Claims Act, 3t U.S.C. 55 
3729-3193 eJLKfl- (FA. 99-562) 


Establishes civil liability for fraudulent claims submitted to the 
i ecicrai um einuicni. 


! mnb I ducational kj^iKi und 
Mvicy Act (IFKPA), 2<J U.S.C. $ 


Imposes additional restrictions on the use of administrative 
agency or institution. 


Federal Conflict or Interest Laws, 
181LS.C. §§202-209 


hslahlisbcs criminal conflict of interest penalties for Federal 
employees. 


Federal Toil Claims Act, 28 U.S.C. 
§§ 1346(h). 2671-80 


Authorizes the public to bring civil lawsuits against the Federal 
Government for the negligent acts of Federal employees within 
the scope of their employment that cause injurs to person or 
property. 


f rt'-cilotn iii 1 ti f LiiTintl it vii Act as 

V H LUl'llJ VJJ ■ 1 1 1 K*w 1 1 1 11 1 1'- '1 1 1 1VI, 

amended, 5 U.S.C. § 552 (PI 104- 
231) 


Allows rncmher; of the tuihtu tit ofolnio federal records suhicct 

i HI' 't» * i-ifwiiiirv* * »r» lilt. l'UL flL I" ^''fllilll l HI • vivn vi.* fl^v ■■» 

to certain exemptions (including exemptions tor certain 
investigative information). 


Health Insurance Portability and 
AccouniAkrilitv Act of 19%, 29 
I S.t § MHUPJU 104-191) 


Protects the privacy of confidential personally identifiable 


The Inspector General Act of 1978, 
as amended, 5 U.S.C App. 3 (PJ 
•> . IV i, In -jic-l i.m- General Reform 
i l 1 008. (PL. 1KM09) 


Establishes independent and objective OUiccs of Inspector 
< iencral; establishes ICi subpoena power and other authorities. 


Law Enforcement Availability Pay 

Act of 1994,5 lLS.C.§SS45i 


Authorizes additional pay to criminal investigators to ensure 
availability for unscheduled official duties. 


I jw Knlnrccnicfil (Officers Safclv 
Act of 2003, Chanter 44, 18 U.S.C. 
}92<.B-C(RL. 108-277) 


Authorizes mmlihcd law cnfotcemeitt officers (including 
certain qualified retired officers) to carry a concealed firearm 


Pen/Trap Statute. 18 V .S C. § 3121 


Requires government entities to obtain a vvarrant beforc 
collccttng real-time information, such as dialing, routing, and 
addressing information related to communications 


Privacy Act. 5 U S C. § 552. fP.L 
93-579) 


Protects personal in dividual information held by Federal 
agencies, and autliorizes individuals In obtain and to seek 
Cdrroctions to those records 
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Procurement Integrity AcL4l 

U.S.C. § 423 


Prohibits Ihc release ol source selection nud coiiiraelor bid or 
personal information and sets conflict of interest requirements 
fur procurement personnel. 


Program 1 i nid Civil Reined ics 
Act, 11 U.S.C. $ 1X01 etsoy. 


Establishes an administrative process to allow Federal agencies 
to recover for fraudulent claim* to the agency of up to 
SI 50,000. 


RigJil to Financial Privacy Act, 12 
U.S.C. 5 3401 el sen. 


Requires thai agencies provide individuals and partnerships 
with five or fewer pail licit with not** and an opportunity to 
object before a financial institution can disclose personal 
financial information in response to an administrative 
subpoena. 


Stored Communication Act I a 

U.S.C. 2701-2712 


Limits the Government's ability to obtain stored account 
information from network service providers such as ISPs 


Trade Secrete Act. 1 8 U.S.C. 


Prohibits government employees from disclosing certain 
confidential or proprietary business information 


V ictira and Witness Protection Act 

of 19*2, IKIf.S.C |jf 1512-1515 


Defines tampering with a witness, victim, or informant, 
requires Federal law enforcement agencies to have guidelines 
and policies to provide services to victims of crimes. 


Whistlcblowor Protection Act, 5 
U.S.C § 1204, 22 U S.C:, §4137 


Protects the rights of, and prevents retaliation against. Federal 
employees who disclose governmental fraud, waste, abuse, and 
other improper activity^ 


5 U.S.C. §§ 8425(b). 8335 


Authorizes agencies lo exempt law enforcement officei , tn -in 
mandatory retirement at age 57 with 20 years of covered law 
cnfoi ucmcnt service. 


41(U£.|2iS 
2. Executive Orders 


Prevents reflation against conlractcu employees for certain 
disclosures of information relating lo a substantial violation of 
law related lo a coolract 


Administrative Allegations Against 
Inspectors (ieneral. Exec. Order 
No. 12993, 61 Pod. Rc£ 13043 
< March Z1J996) 


Directs the PCIE and EC II Integrity Committee lo receive, 
review, and refer for investigation allegations of wrongdoing 
against IGs and certain staff members of OIOs (Note 
superseded by passage of the Inspector ( icnctal Reform Act of 
2008V 


Integrity ami Efficiency in Federal 
Programs, Exec Order No. 12805. 
57 Fed Reg. 20627 (May 11, 

mi) 


Establishes tile PCIE arid BOB and descrihos their functions 7 " 
and responsibilities (note— superseded bv passage of the 
Inspcclor (ieneral Reform Ad of 2008) 


Principles of Ethical Conduct for 
CiovenifDcnt Ofliccni and 
Employees, Exec Order 1 273 1. S5 
Fed Rcr. 42547 (October 1 7 
1990) 


Lays out principles of ethical conduct, Office ofOoveatmenl 
Ethics authority, agency responsibilities, delegations of 
authority, and penerai prm isions. 
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V Smndard* 




PCIE/ECEE Quality Standards for 
Federal Offices of Inspector 
General <OcL 2DQ?) 


Lstablishcs standards for the management, operation, and conduct 
of the Federal Offices of Inspector General 


Standards of Ethical Conduct for 
Employees of the Executive 
Branch, 5 CFR Pan 2635 (June 
JOIN) 


1 stdl'lisho LMicta! principles fur ethical conduct of employees of 
the txecutivc Branch. 


4. Oilier Guidance tuid 




Attorney General Guidelines for 
Domestic Fit) < rpcrations (Sept_ 
29,2008) 


Addresses the broad operational areas of Ihc FBI's methods ol 
investigative and intelligence gathering, including coordination, 
analysis and planning. 


Attorney General Guidelines for 
Offices of Inspector General with 
Statutory Law Enforcement 
Authority (Dec, 8. 2003) 


Governs Ihc law enforcement authorities of OKSs that have been 
granted statutory' law enforcement power from ihc Attorney 
General 


Attorney General's Guidelines on 
FBI Undercover Operations 
(NOV. 13, 1992) 


Covers authorization of undercover operations, protcclinc 
innocent panics against entrapment, nnd monitoring and control 
of widen: i>\r: operations. 


Attorney General Guidelines 

Regarding the Use of 

i onfidciif ial Informants (May 

2002) 


Applies to die use of confidential informants in criminal 
investigations and prosecutions by Department of Justice law 
enforcement agencies and Federal prosecuting officers. 


A Homey General Memorandum 
for trie Heads and Inspectors 
General of Executive 
Department* and Agencies re: 
Procedures for Lawful 
Warrantless Monitoring of 
Verbal Communications (May 
30, 2002) 


Revises and updates rules and procedures for obtaining 
authorization to intercept verbal communications without the 
consent of alt parties to the communication, as well as the 
procedures for consensual monitoring where no written 

M ..il.,,.' .-i' .. " 1 

aumonzaiion is required. 


Attorney < irncrnl Order No. 
HrSS-2010 Aulhorizaf ion for 
the Federal Offices of inspector 
General to Provide Mutual 
Assistance in the Execution of 
Search and Arrest Warnuib (June 
28,2010) 


Authorizes and sets conditions on OIG sharing of agents to seek 
and execute search, seizure or arrest warrants. 


Attorney General Policy 
Regarding the Disclosure to 
i roseiutors m i orcriuai 
Impeachment liiibmutlion 

Concerning 1 aw Fntorcemem 
Agency WtaiesscsrGVg/fo 
Policy") (Dec. 9. 1996) 


Ensures that prosecutors receive sufficient information to meet 
their disclosure obligation* under Gig/ir* v. 1 'msec/ Slates, while 
protecting the legitimate privacy rights of Gov ernment 
cuipk'vces. 


CIGIE Guidelines on Undercover 
Operations Pane 2010) 


Providos guidance on certain undercover operations in 
accordance with the Attorney General's Guidelines for Offices of 
Inspectors General. 
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CJGI1 Qunlilali vc Assessment 
Review Guidelines Federal 

f 1 f Fit '<**«. ■ t i 1 M Lrii"j' If ir ( ir»«it~r~ral 

(Investigation Divisions) (Mav 


Provides guidance on conducting external qualitative assessment 
reviews of DIG investigative operations. 


an IF Procedures in ObtaJn 
Assistance From Anther OKI In 
the Execution of Search and 
ArrcM Warrants iNov I5.20I0> 


Rstahlisbes procedures forOIG sharing of agents for search, 
seizure or arrest warrants. 


Deputy Attorney General 
Guidance lor Prosecutors 
Rc&ardinp. Criminal I h^o\ en 
[Jan. 10. 201 0> 


Provide-: guidance for piosrtulion team im-mlwh 1 uithidiuji 1<". 
...rents, the government's legal discovers obligations, 
including discover)' of exculpatory and impeachmeni information 
as applied to electronic communications 


Deputy Attorney General 
Guidance on the Use. Prevention, 
and I >isi Imiirc of foctronJc 
« 'ominiimcaJjooa ■ I'okrui 
Criminal Cases (March 30, 301 J) 


Pfo\ -ides cuidancc for prosecution team members (including IG 
ngcnts) on legal discovery obligations relating to electronic 
. om uui mentions among members of the proscculion team, 
victims und witnesses. 


Deputy Attorney General 

\A I\l flit II lit. 1 ..J ■ ■ --■ 

oum irnriuuiii lo Inspeunr-v 
Gencjal Directing \~hcm to Refer 
1 utcnik'il violation-. «n reihrral 
Privacy Statutes to the 

1 W'ri'lllt Ill'llI i if ll»uln-,' lr\r 

i 'vj'iii 1 1 1 n in ui mook 

Investigation and Prosecution 
(Oct. 18. 1W?1_ 


1 ht eels Inspectors General to refer 18 U.S.C. $ 1030(a)(2) 
offenses la the t ornpiiler Crimes and Intellectual Property 
Section in the Criminal Division; Tax Offenses lo the Crrmrnii I 

Fnforcemcnt Office in the f ax f)i\*s and Privacy Act 

Violations la the Public Integrity Section in the t'liniinal 
Division. 


Federal Rules of Criminal 
Procedure, R . 1-17 


Federal conn rules governing preliminary proceedings, the grand " 
jury T indictment, arraignment, mid preparation for trial. 


Federal Rule* of |-.vh)c»cc. 
101-1103 


federal eouri rules fm introdncitoii ofevidenoe in criminal or 
civil trials. 


2 CP R. Part 1X0 OMB 
Guidelines to Agencies on 
Govcrnmeutwidc Dcharmcui and 
Suspcusjon 1 N«ri|iiocuremetU > 


hstnbtulies causes, procedure and treatment of uovcmntcni* wide 
suspension and dcbaimenl for nan-pnxmrcmcnt (e g., loan, 
guarantee, insurance ami grant) actions Please note individual 
agency adoption pieces m 2 C 1 R Subtitle B. 


>CI K Pun .1 ,.; 


kstablisr.es causes and procedure for ctebarrncrrt from federal 
employment. 


48CF.IL Subpart 1.9 


Provides wHbt|e.H..vverp n >l.-. i„,ns foi i oiitracka employees Mid 
sets procedures for filing complaints, uivestipaimg compku.n 
and remedies 


48 C PR Pari 9.4 Procurement 
'mi - pen?, ion and J Jeharmchl 
Regulations 


Establishes causes, procedure and treatment of government- wide 
suspension and debarment for procurement Actions. 


49CFR $ I^U.?.|»- ISA 
Regulation regarding carriage of 
accessible weapons 


Jvcis out situations when it is permissible for a law enforcement 
officer to carry a weapon aboard a plane. 
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Appendix D 



Ihe QSI working group consisted of Ihe following AlGfc 

John £. Brcnnan. 11. TV A GIG 
John t: Dupuv. 1X31 01G 
Karen I . Ellis. IJSDA 0!G 
Jay Modes, HHS OIG 
Aaron R. Jordan, PBGC OIG 
Joseph A McMillan. NRC OIG 



Investigations Committee Members 



Chain Cail W. Ilocekcr 
Co-chain Eric M. Ihnrson 

Memhrrs: I nnie D'Alcssandro 
Charles K. Edwards 

Arthur A. Elkrn* 
Donald A. Gomhaiesa 
J. Russell George 

Pfeggy i'. Gustafscm 
Allison C. Lerner 
JohnP McCarty 

Brian I). Miller 
( ieorgu J I >plei 
Jon f . Rymer 

Mhii A. Schncdnr 
Karl W. St homage I 
Kathleen S. Tight 



IG. I S Capitol Police 
IG, Treasury Department 

10, National Reconnaissance Office 
Acting IG, Department of Homeland Security 
IG, Environmental Prelection Agency 
IG. Agency for International Development 
IG. Treasury Inspector General for fax 

Administration 
IG. Small Business Administration 
IG, National Science Foundation 
Acting IG, Department of Housing and I 'rban 

Development 
IG, General Services Administration 
IG, Veterans Administration 
IG. Federal Deposit Insurance V orporation 
Acting IG, Department of Justice 
IG, L ibrary of Congress 
IG, Department of Education 



I he following individuals contributed substantially to the final product: 

William D. Hamcl, AIG1, ED OIG/AIGI Committee Chair 
Glenn P. Harris. General Counsel, SBA OIG 
John R Hartman, DIG. DOE OIG 
Angela N. Hrdlicka. Director. IGCIA 



